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Happy Autumn

We live in the information age. We are surrounded by technology and ever-changing devices that give
us unlimited access to the world around us quite literally with the push of a few buttons. With the onset of
COVID-19 many of us have become increasingly reliant on these devices - for work, for entertainment,
for school. Even here at Legacy, to comply with social distancing, reviews are now offered via Zoom or
phone. More and more of our clients are taking advantage of Client Access, Raymond James’ online
portal, to view their accounts from home. They are signing documents using E-sign via email and having
distributions sent electronically to their bank accounts.

The internet and the use of our smart devices is convenient and streamlines many of our daily tasks, but
there is a downside to the use of all this technology - cybercrime. Just this month alone our office
received calls from 3 clients who either had their email or bank accounts hacked into requiring them to
create new accounts, notify their various financial institutions (including the Social Security office, ugh!)
and create new passwords. It’s time consuming and inconvenient. But more than that, it’s unsettling. It
shakes us to the core to realize that some unknown entity is able to access our personal information
causing havoc and potential financial loss. Thankfully none of these security breeches were related to
their Raymond James accounts. In fact, Raymond James provides multilayered protection for clients in
regard to their identity, account access, and communication. You can be confident that your information
is secure in their hands. But what about information shared outside of Raymond James’ secure network?
This month we’re sharing with you information that may help protect you and your personal information
from getting into the wrong hands. Included in this issue are articles on how to create secure passwords
as well as how to recognize when your accounts may have been compromised.
We encourage you to pass this useful information on to your friends and family. Better yet, invite them to
sign up for their own copy of The Legacy Ledger at https://www.legacyfp.com/newsletter.
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MALWARE
Malware, short for malicious software, is software developed by
cyberattackers intent on causing damage to computer data and systems or
to gain unauthorized access to networks. Viruses, worms, spyware,
trojans and ransomware are all types of malware used to invade, damage
or disable computers, computer systems, networks, tablets and mobile
devices often by taking partial control over the device’s operating system.
Most malware relies on the actions of the user such as clicking on a link or
opening files.

NEED A CHANGE?
AEP may be your answer!
A few months ago I discussed why it’s so important that you review your Medicare
plan’s Annual Notice of Change letter. Mailed to all members in September, this
document lists any updates to your plan that will take effect the following January.
Changes can include cost, benefits, coverage, and the plan’s network of providers and
pharmacies. So what if you find that your plan will no longer fit your needs? Medicare
offers the opportunity for its members to change coverage during the Annual Election
Period, or AEP, which runs from October 15 through December 7.
Here is a list of what changes you can make to help ensure you’re getting the coverage
that fits your current healthcare needs:
•
•
•
•
•
•

David Korody
Healthcare Professional, LFP
Branch Associate, RJFS

Drop an Advantage Plan and return to Original Medicare
Elect to change from one Advantage plan to a different one
Change from Original Medicare to an Advantage plan
Elect to change from one Part D prescription drug plan to another
Cancel your current Part D plan
Pick up a Part D plan if you currently do not have one

If you aren’t satisfied with your current Medicare plan or the proposed changes to your plan in the coming year,
now is the time to look at other options. Call me for a complete Medicare insurance plan review. I’ll evaluate your
current benefits and review the upcoming changes then provide you with options from a variety of insurance
carriers to help ensure you’re getting the coverage you need that fits your budget and financial plan.
There is only a short window of time during AEP to make changes to your plan, so be sure to book your
appointment as soon as possible. Call (585) 241-5250 or email David@legacyfp.com.

Want to know more about Raymond James’ efforts to
keep your personal and financial information safe?
Log on to our website at
https://www.legacyfp.com/client-access
and click on the Privacy/Security heading
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HOW TO KNOW IF YOU’VE BEEN HACKED
Cyber-attacks are launched at us every day. Do you know the
warning signs that your security has been compromised?
https://www.savvycybersecurity.com, “How to Know If You’ve Been Hacked.” Devin Kropp.

With cybercriminals constantly prying at your door, it can be tough to
know if one of them had gotten through your cyber-defenses.
Weekly, we hear news of data breaches exposing our personal
records and putting our accounts in danger. In a recent year, the
Identity Theft Resource Center estimated that 170 million records
were stolen. A study by Bankrate found that 41 million Americans
have been victimized by identity theft. Those numbers underscore
the necessity of taking protective measures against those
cyberscams. Dealing with a hacked account is time consuming and
stressful. But the sooner it is caught, the better. Here are some
warning signs that you may have been hacked.
1. Strange charges on your debit or credit cards
If you notice charges on any of your financial accounts that you did not make, close those accounts
immediately. Hackers will often test your account by making small charges, so look out for strange charges
on any amount. Sign up for text or email alerts on your debit and credit accounts so you can know instantly
when a charge is made. If you did not make the charge, you can contact your bank or credit card company
immediately to report the fraud and cancel your account.

2. Emails you did not send
If there are emails in your sent mail that you did not send, chances are a hacker did. Often these emails will
be sent to all your contacts and say that you are in trouble and need money right away. The hackers set up
an account where your contacts can send money that they think is helping you, but itâ€™s really going
straight to a cybercriminal. To avoid this, choose a strong and unique password for your email account. A
hacked email is one of the most dangerous hacked accounts because from your email, hackers can get
into other accounts by resetting passwords. Remember to use numbers, characters, and uppercase letters
in your password to increase its strength. You could also set up two-factor authentication, which will protect
you even if a hacker gets your password. This security measure requires you to enter an additional code
(usually sent to your phone) after you enter your regular password in order to access your account.
3. Items appear on your social media accounts that you did not post
If you log on to Facebook, Twitter, Instagram, or any other account and see posts that you did not make,
be on alert. Chances are a hacker got into your account and made the posts. Generally, the posts are
spam and the hacker gets paid for every click. Sometimes, the posts will have malware that can put your
followers and friends at risk. Again, strong passwords and two-factor authentication can keep hackers out
of your accounts.
4. No access to your own accounts
You try to log in to your online account and your password doesn’t work. There’s a good chance a hacker
got in and changed it. In this case, report it to the online service. They will help you regain control of your
account. If the hacked account uses the same passwords as any of your other accounts, change those
immediately.

5. Your computer acts slow, strange
Hidden malware on your computer (or device) can cause your machine to slow down and not work as well.
You may also notice strange popups. Hackers usually trick you into downloading malware through phishing
(continued on next page)
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HOW TO KNOW IF YOU’VE BEEN HACKED (Continued)
attacks. Often this malware can actually detect your keystrokes, which puts all your passwords and
and sensitive information at risk. Run an antivirus and antimalware scan on your devices regularly, and be
sure to update your software and browser to close security holes. There are many antivirus software
programs you can buy, such as Bitdefender Antivirus Plus, Norton Security, and Webroot Security
Anywhere AntiVirus. They cost about $40-$80 per year. There are also some free antivirus software
programs available that security experts recommend. AVG AntiVirus Free is the most highly rated. Other
options are Avira Free Antivirus and FortiClient.
6. Ransomware hits your computer
One of the newest and worst forms of malware is called “ransomware.” It encrypts all of your files and
makes your computer unusable until you pay a bitcoin ransom to the hackers. If you are hit by
ransomware, a screen will pop up saying that your computer is locked, the price to get your files back, and
a deadline for payment. Ransomware is usually spread by phishing emails, so do not click on any
suspicious links or attachments in an email. Remember that most companies will not ask you for personal
information via email. If you are unsure, it is best to call the company directly and check. Make sure to
delete any suspicious emails immediately.
7. Your browser looks different
Another common form of malware installs malicious toolbars on your Internet browser. These toolbars may
be disguised with names that seem real. If you did not download the toolbar yourself, remove it or restore
your browser to the default settings. Running antivirus scans can help you detect this sort of malware
quickly.
The best way to prevent being hacked is to be proactive about your cybersecurity. But knowing the
warning signs that your device may have been compromised is the first step. Then acting immediately
when you notice any of these signs can protect your data and time from hackers.

Please let us know...
Be sure to contact our office immediately if you fall victim to identity theft or computer
hacking. We will notify Raymond James who will flag your account(s) to add an extra
later of protection.
• Update us when you make changes to your email address or your banking information to
avoid disruption in branch communication or distribution requests.
•

Social
Security
& You

Social Security may call you for some situations but will not:
 Threaten you
 Suspend your Social Security number
 Demand immediate payment from you
 Require payment by cash, gift card, pre-paid debit card, or wire
transfer
 Ask for gift card numbers over the phone or to wire or mail cash
Don’t fall victim to telephone or email scammers. If you receive
a suspicious call, hang up and report it to oig.ssa.gov.
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Tips for Creating
Hack-Proof Passwords
According to Cyclonis, a data management
software development company, every 2
seconds someone becomes the victim of a
hacked account.* Creating strong and secure
passwords are your first defense in protecting
your online accounts from falling into the
hands of those attempting to gain access to
your identity and personal information.
We’ve compiled a list of steps you can take to
help keep the hackers at bay and avoid
becoming their next victim:
• Avoid common passwords (such as the word “‘password”) or simple number/letter
combinations (“12345” or “abc123”) that hackers are likely to try first.
•

Avoid using information that you’ve shared on your social media sites such as your name,
family members’ names, pet’s name, birth dates, etc.

•

Avoid real words - hackers know which words are most commonly used to create
passwords.

•

Create passwords that are at least 8 characters long. The longer the better and more
difficult to hack.

•

Use a combination of upper and lower case letters, numbers, and special characters.

•

To make it easier to remember, turn a line from your favorite song or book into a password.
For example, if you take the first letter of each word from the line Wouldn’t it be nice if we
were older (Beach Boys), your password would look like this: wibniwwo. Then doctor it up
a bit to include upper and lower case letters and special characters: wIbn_iwWo!02.

•

Never use the same password over and over again for multiple accounts.

•

Sign up for a password management subscription. There are a number of services
available that can provide you with peace of mind, are convenient and reasonably priced (or
free, depending on the type of service you choose).

•

Update your passwords at least twice a year.

Many of us view passwords as a nuisance, and updating them can be frustrating and time
consuming. Yet doing this one simple thing could help protect your identify and personal
information from potentially being stolen. Review and update your passwords today to help
avoid problems tomorrow!
* https://www.cyclonis.com/report-83-percent-users-surveyed-use-same-password-multiple-sites
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Are You Ready For

SHRED DAY!

Monday, October 19th 10:00 am to 12:00 pm
1485 Monroe Ave. Rochester NY (back parking lot)

Free onsite shredding. Drive-thru service.

If you received one of these
postcards in the last month,
please give us a call to schedule
a brief review of your accounts.
Phone appointments or
Zoom meetings available!
CONTACT US TODAY AT
(585) 241-5250 or email
Martha@legacyfp.com
Investment advisory services offered through Raymond James Financial Services Advisors, Inc. Legacy Financial Planning and Independent Advisor Group
are not registered broker/dealers and are independent of Raymond James Financial Services. Securities offered through Raymond James Financial Services,
Inc. Member FINRA/SIPC.

